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Agenda

• Detail the software cracking problem
• Recommend a software security/protection 

process for publishers
• Define a state of the art Software Copy-

Protection and Anti-Piracy solution 
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The Software Cracking Problem

Anybody here thinks software theft is 
not a problem????
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Know The Components

• Industrial/professional piracy
• Casual copying/underlicensing
• Honest users
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The Pilfering Department issued its quarterly 
update on our glorious nation’s 
accomplishments today, stressing the recent 
productivity gains in the pharming industry, 
including the well-planned raid against 
European, US, and Australian financial 
institutions.

Courtesy Fortify Software
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Rather than blindly investing based on 
published results, Phr33k acquired 
corporate news releases before they were 
issued and based his trades on this 
information. “Making money on the stock 
market really can be a slam-dunk,’ a 
beaming Phr33k told NNTP News.

Courtesy Fortify Software
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Professional Crackers Are 
Many And Very Clever

Hackers
• Very intelligent
• Often highly 

educated
• Few 

opportunities

Crackers
• Release teams
• Organized crime
• Government 

sanctioned
• Competitors

8M
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Crackers’ Motivations Include 

• Glory
• Challenge
• Greed
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Crackers Think Differently 

• Erosion of respect for the law
• All software should be free
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What Is Cracked – Everything! 

• Complete detailed instructions on removing 
protection from US Software on Foreign 
Government sponsored websites

• Counterfeit key generators, blogs describing how 
to crack widely available on the net

• Example of Warez website with over 12K titles: 
http://www.fullreleases.com/tour_programs.php
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What Is Most Attractive To Crack? 

• Glory: 

• Greed: Popular applications and games 
• Glory and Greed: Protection schemes
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Cracker Resources
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Hide Debugger
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Reverse Code Engineering Videos
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RCE Links



Stay ahead of the curveStay ahead of the curve

Russian Crack Site
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Cracker Challenges

• Easy
> Find and delete license parameters
> Find and change license parameters – e.g. 30 day trials
> Find and remove or change license calls

• Medium
> Find keys for encryption
> Determine key algorithm

• Tough, lots of work
> Find in memory – HD DVD
> iPhone 
> Reverse engineering – online game
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Cracker Facilitators

• Ability to clone the entire application
• Access to code – the ability to see it
• Ability to understand the code
• Ability to manipulate the code
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Professional/Industrial Piracy - Examples

• Counterfeit license activation keys 
• Clone the license manager with HostID

spoofing
• Binary hacking
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Professional/Industrial Piracy

To combat it, you simply must have the 
strongest copy protection available
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Casual Copying/Underlicensing

• Download pirated software
> Warez sites
> P2P sites
> Torrent sites

• Download key generator
> Keygen sites

• Very simple hacking
> No CD patches
> Date Manipulation
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Casual Copying/Underlicensing

Identify every instance of exceeding the 
license and turn it into a selling 

opportunity
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Honest Users

• Many protection solutions
> Are cumbersome for the end-user
> Do not allow for multiple installations or backup
> Do not allow moving software to another PC

• Result
> Irritated customers
> Very expensive support for publisher
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Honest Users

The protection solution must be transparent 
to the end-user and allow back up and 

moving without calling support
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The Requirements

• Industrial piracy: The strongest protection 
available

• Casual copying/Underlicensing: Identify 
every instance of exceeding the license and 
turn it into a selling opportunity

• Honest User: Transparent and allow back up 
and moving without calling support
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Software Security/Protection Process 

Successfully protecting 
software requires 
examining the 
complete process from 
development through 
interaction with 
customers and 
partners
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Software Security/Protection Process

• Securing software applications involves 
many different processes and technologies
> Code in the application
> Communication with server
> Customer support scripts

All working in concert



Stay ahead of the curveStay ahead of the curve

Software Security/Protection Process

Fingerprinting

Atomic call

Cracking reporting

Access
control

Plug
holes

Safe customer
debug

Protect
multiple exes

Restrict WAN-
based usage
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Software Security/Protection Process
• Access control
• Fingerprinting
• Atomic call
• Cracking reporting
• Plug holes
• Safe customer debug
• Protect multiple exes
• Restrict WAN-based 

usage

• Verify the identity of 
the customer

• Different permissions
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Software Security/Protection Process
• Access control
• Fingerprinting
• Atomic call
• Cracking reporting
• Plug holes
• Safe customer debug
• Protect multiple exes
• Restrict WAN-based 

usage

• Every single installation 
identified

• Inform all users of 
fingerprinting

• Monitor P2P and crack 
sites

• Requires individual 
assembly
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Software Security/Protection Process
• Access control
• Fingerprinting
• Atomic call
• Cracking reporting
• Plug holes
• Safe customer debug
• Protect multiple exes
• Restrict WAN-based 

usage

• Without a call to the 
server and validation of 
the installation, the 
application will not run
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Software Security/Protection Process
• Access control
• Fingerprinting
• Atomic call
• Cracking reporting
• Plug holes
• Safe customer debug
• Protect multiple exes
• Restrict WAN-based 

usage

• Detect and report 
cracking attempts, so 
you can decide how to 
handle the customer



Stay ahead of the curveStay ahead of the curve

Software Security/Protection Process
• Access control
• Fingerprinting
• Atomic call
• Cracking reporting
• Plug holes
• Safe customer debug
• Protect multiple exes
• Restrict WAN-based 

usage

• All holes discovered 
and all other threats 
found through 
monitoring or crack 
forums can be plugged 
in all installations
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Software Security/Protection Process
• Access control
• Fingerprinting
• Atomic call
• Cracking reporting
• Plug holes
• Safe customer debug
• Protect multiple exes
• Restrict WAN-based 

usage

• Fingerprinted, short-
lived version without 
anti-debug
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Software Security/Protection Process
• Access control
• Fingerprinting
• Atomic call
• Cracking reporting
• Plug holes
• Safe customer debug
• Protect multiple exes
• Restrict WAN-based 

usage

• Multiple exe files, all 
with separate 
protection, will 
drastically increase 
time to crack
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Software Security/Protection Process
• Access control
• Fingerprinting
• Atomic call
• Cracking reporting
• Plug holes
• Safe customer debug
• Protect multiple exes
• Restrict WAN-based 

usage

• If heartbeat data can 
be provided you can 
receive usage data

• Activity-based license 
control is superior
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State of the art Software Copy-
Protection and Anti-Piracy solution

• Binary 
Separation™

• Mutation
• Fingerprinting

• Remote server 
component, for 
application, LM 
and encryption 
keys

• All standard tools

You must change the game and improve the 
protection significantly, to include
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This Fulfills The Requirements Of:
• Strongest anti-piracy

> Application is locally in several pieces which are difficult 
to combine

> Dozens of barriers with 1000s of instances, without 
effect on performance

• Every license exception turned into a sales 
opportunity

• Friendly for honest users 
> No limit on installations
> Easy to move application
> Completely transparent
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Thank You

jan.samzelius@byteshield.net
+1-415-420-6636

Huge effort to crack
+

User transparency
=

Superior copy protection
=

Substantially higher revenues
=

ByteShield™


